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What is Fraud, Waste & Abuse?
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FWA as a major challenge facing governments and insurers across Asia-Pacific

Fraud: Activity which is

typically illegal and could be
charged in a court of law

Waste: Activity which

drives inefficiency and has
financial impacts, but may
not be intended

Abuse: Activity which is

questionable and intended
but often doesn't meet the

legal definition of fraud .
ADB
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We understand that many governments and both public/private insurers across Asia-Pacific face fraud, waste and abuse as the major challenges. 
Most of the participants in the session probably know the definitions of fraud, abuse, and waste, but let me explain briefly: 
Fraud is typically illegal and could be charged in a court of law. For example, providers charge for services that do not occur. 
Abuse is questionable and intended but often doesn’t meet the legal definition of fraud. For instance, defensive medical practices or inducing demand for services. 
Waste drives inefficiency and has financial impacts, but may not be intended, such as prescribing medicines with little or no clinical value due to patients’ demands or own profits. 


Deploying digital solutions for addressing FWA

Enhancing the ability to detect, prevent, and respond to FWA activities
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Through technology and innovative solutions, we can enhance our ability to detect, prevent, and respond to fraud, waste, and abuse. 
For example, using data analytics with artificial intelligence, we can process large volumes of healthcare data to detect irregularities, anomalies, or patterns indicative of fraudulent activities.
Other examples include predictive modelling, blockchain, and biometrics authentication.


- Leveraged big data and Al to combat fraud and
optimize monitoring

BPJS Kesehatan is a national social health insurance
scheme. By the end of 2017, BPJS had received more
than 80 million claims (annually) and faced significant
cost pressures and concerns about fraudulent activity.

Indonesia invested in big data analysis and business
intelligence to monitor behavioural trends and tackle

fraud. They adopted machine learning to detect potential
fraud more efficiently, reducing detection time and
providing cost-effective solutions.

Indonesia developed DEFRADA, a business intelligence-
based fraud detection tool for hospital services, and an
online pharmacy system to improve billing and drug
delivery efficiency, significantly impacting fraud reduction

In 2017, DEFRADA has contributed
about 25-30% of the total efficiency
gains realized by the scheme
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Sources: W. H. Saputra, Agus Prima. 2022. E-Claim System for Health Insurance and Social Security (BPJS) Types in Indonesia: Innovation and Effectiveness of Services. Journal of Society Medicine. 1 (1); Asrori and Y. Hikmah. 2018. Analysis of Health Insurance Claim
Decisions in Indonesia. Advances in Social Science, Education and Humanities Research, Vol. 426. 3rd International Conference on Vocational Higher Education (ICVHE); D. S. Susanti, et al. 2022. Tackling Fraud and Corruption in Indonesia’s Health Insurance System. U4
Anti-Corruption Resource Centre; N. Munaa, et al. 2020. Fraud Detection in Indonesia National Health Insurance Implementation: A Phenomenology Experience from Hospital. International Conference of Business and Social Sciences.




Implemented biometric checks to help ensure

’ the integrity of claims

In 2020, PhilHealth identified
9,200 fraudulent claims
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PhilHealth, a government-owned and controlled entity,
was created in 1995 to provide UHC.

PhilHealth has confronted several challenges recently,
including potential internal and external fraud, waste,
and abuse (e.g., providers charging for unrendered
services or delivering medically unjustified services,
false claims due to identity theft). Efforts are underway

to enhance the systems to guard against FWA.

One new technology example is using biometric
checks at the level of health facilities to ensure the
integrity of hospital claims. The biometric checks
include fingerprint scanning and facial recognition to
capture different facial structures and landmarks (e.g.,
eyes & facial contours).

Sources: Development Academy of the Philippines, Center of Excellence on Public Sector Productivity (COE-PSP). 2024. PhilHealth Region V Integrity Drive: A Data Analytics Solution for Healthcare Fraud Detection and Prevention. 24 June; Philippine Health Insurance ADB
Corporation (PhilHealth). 2019. PhilHealth Adopts State-of-the-Art Technology to Fight Fraud. 6 November; M. Oranje and I. Mathauer. 2024. Exploring the Effects of Digital Technologies in Health Financing for Universal Health Coverage: A Synthesis of Country
Experiences and Lessons. Oxford Open Digital Health, Vol. 2; A. Ulitin, et al. 2022. Measuring the Extent of Fraudulent-Risky Benefit Claims in PhilHealth Development of a Fraud Risk Index for PhilHealth Benefit Claims. Science and Engineering Journal. 15. pp. 34-42. October.
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In 2017, NHIS successfully
prevented approximately
$28million in fraudulent claims
from being released

///.‘\\ Successfully used big data analytics, Machine
# learning and Al to identify fraud, waste and abuse

The National Health Insurance Service (NHIS) is the
social health insurance scheme.

It developed a fraud detection system using healthcare
big data, including socio-demographic, disease, and
treatment history variables.

The system, introduced to detect and predict fraud by
healthcare facilities, uses a mix of traditional rule-based
and Al predictive models. It aims to prevent the
establishment of illegal medical for-profit institutions
and fraudulent insurance claims.

The Al-based electronic review deploys IT technology
and staff expertise to conduct a seven-step analysis. In
close review, claims with a high probability of error or
requiring professional medical judgment are referred to
review staff for manual scrutiny.

Sources: International Social Security Association (ISSA). 2021. Operation of Machine Learning-based Fraud Detection and Prediction System; S. Chhabra, et al. 2018. Preventing, Detecting and Deterring Fraud in Social Health Insurance Programs: Lessons from

Selected Countries. Health, Nutrition and Population Discussion Paper. World Bank.




Guidance to deploying digital solutions for addressing FWA

Fraud Detection Software

Rule-Based Systems &
Anomaly Detection Systems

Electronic Health Records System
Integrates across different healthcare providers
l l

Reporting & Visualization Software
Dashboard Tools & Reporting Systems

B

Analytics Tools

Predictive Analytics &
Data Mining

Security Infrastructure

Data Encryption &
Access Controls

Integration Capabilities

Data Management System: Application programming Compliance and Audit Systems
Data Warehousing & Data interfaces @ Automated Audits & Compliance

Quality Management Tracking
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To begin running health insurance FWA assessments effectively, an organization needs to establish a robust technological foundation: 
1. Data Management System
• Data Warehousing: Consolidates data from various sources such as claims, patient records, provider details, and payment systems into a central repository, ensuring data integrity and accessibility.
• Data Quality Management: Ensures the accuracy, completeness, and consistency of data, which is crucial for effective analysis.
2. Analytics Tools
• Predictive Analytics: Uses statistical models and forecasting techniques to identify patterns that might indicate fraudulent activities. Machine learning models can learn from historical data and improve over time to detect anomalies more accurately.
• Data Mining: Tools that allow for the exploration of large datasets to discover patterns and relationships that might not be immediately apparent.
3. Reporting and Visualization Software
• Dashboard Tools: Provide real-time insights and visualizations to monitor key metrics and identify trends warranting further investigation.
• Reporting Systems: Facilitate regular and ad hoc reports to track FWA activities and compliance with regulations.
4. Fraud Detection Software
• Rule-Based Systems: Utilize specific rules or algorithms that automatically flag claims or patterns consistent with typical fraudulent activities.
• Anomaly Detection Systems: Identify outliers or exceptions in data that deviate from normal behavior.
5. Electronic Health Records System
• Integrates medical records across different healthcare providers to ensure that patient information is centralized and accessible, which is crucial for detecting duplications and inconsistencies in claims and treatment histories.
6. Security Infrastructure
• Data Encryption: Protects sensitive data at rest and in transit, ensuring that patient and provider information is secure from unauthorized access.
• Access Controls: Ensures that only authorized personnel can access sensitive data and systems, reducing the risk of internal fraud.
7. Compliance and Audit Systems
• Automated Audits: Regular automated checks on transactions and claims to ensure they comply with coverage guidelines.
• Compliance Tracking: Tools to ensure all processes and transactions adhere to health insurance regulations and standards.
• Starting with these foundational technologies, health insurance organizations can effectively begin assessing and addressing issues of FWA to prepare for more advanced capabilities such as artificial intelligence and machine learning to further enhance their efforts.
8. Integration Capabilities
• Application programming interfaces: Allow for seamless integration between different software tools and systems, ensuring that the entire technological infrastructure communicates effectively and data silos are minimized.
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Key Actions for Government and Health Payers

Addressing fraud, waste, and abuse should be a policy priority given the significant
health financing that likely gets lost to these issues.

Investing in technology that supports health payers in receiving
claims data in structured forms is a vital step in addressing FWA

Implementing consistent use of international classification of
disease coding would allow payers to appropriately analyze
claims and undertake reliable local and international
benchmarking to better detect FWA

Regulators and health payers should consider collecting and
publicizing data on key quality indicators, such as length of stay

and readmission rates

Training and developing health payer staff is a vital enabler of
new models of working and successful technology deployment
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Response to Q1: As you highlighted the importance of foundational technologies like data management and fraud detection systems, what are your recommendations for governments and health payers to prioritize and scale these solutions effectively in low-resource settings?
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